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SERVICES AGREEMENT
AMENDING AGREEMENT
THIS AMENDING AGREEMENT is effective the 1st day of April, 2026
B E T W E E N
ONTARIO HEALTH ATHOME
(“OHaH”)
– and –
[Insert Service Provider Name, all caps/bold, delete this instruction]
(the “Service Provider”)
(each a “Party”, together, the “Parties”).
WHEREAS:
1.	[Insert Regional Identifier] Local Health Integration Network, operating as Home and Community Care Support Services [Insert Regional Identifier], formerly [Insert Regional Identifier] Community Care Access Centre (such entity, the “LHIN”) entered into an agreement with the Service Provider with a Starting Date (as defined therein) of [Insert date], which such parties may or may not have amended since that date (the “Services Agreement"), pursuant to which the Service Provider agreed to provide certain services to OHaH in accordance with the terms and conditions of the Services Agreement.
2.	OHaH is a Crown Agency continued under the Connecting Care Act, 2019 and is the successor by statutory amalgamation of 14 local health integration networks (which operated under the name Home and Community Care Support Services), including OHaH.
3.	The Parties have agreed to amend the Services Agreement as set forth in this Amending Agreement. 
NOW THEREFORE, in consideration of the mutual covenants and agreements hereinafter set forth, the sufficiency of which is hereby acknowledged, OHaH and the Service Provider agree as follows:


ARTICLE 1 - GENERAL
1.1	Rights and Obligations Under the Services Agreement 
(1) 	Except as explicitly amended by this Amending Agreement, all rights and obligations of OHaH and the Service Provider remain unchanged under the Services Agreement. This Amending Agreement amends the Services Agreement in accordance with GC Section 14.4.
(2) 	For the purposes of this Amending Agreement, all references in the Services Agreement to the “CCAC” or to the “LHIN” shall refer to OHaH. 
ARTICLE 2 - AMENDMENTS TO THE SERVICES AGREEMENT
2.1 	Amendments to the General Conditions of the Services Agreement (re: Data and Statistics)
(1)	GC Section 7.2(2) is amended to add “other service providers and/” so that the amended Section reads as follows:
[bookmark: _Ref163895768]The Service Provider agrees that data and statistics in respect of this Agreement including data and statistics with respect to quality of performance and Performance Standards monitoring may be collected by OHaH, and shared with Ontario Health, the Ministry of Health, other service providers and/or publicly as deemed appropriate by OHaH.
2.2 	Amendments to the General Conditions of the Services Agreement (re: Qualification Process)
(1)	The General Conditions of the Services Agreement are amended to add the following as a new GC Section 2.7:
[bookmark: _Toc216460322]2.7  Qualification Process
[bookmark: _Ref333332241]From time to time, OHaH intends to conduct (itself or through an agent) a qualification process for Services (a “Qualification Process”). The purpose of any Qualification Process will be to create a roster of qualified service providers for subsequent OHaH procurement processes, as needed. A Qualification Process may be conducted for one or multiple specific service types, or for all types of Services that may be under contract with OHaH. Service Provider acknowledges that: 
(a) 	this Services Agreement is conditional upon it being qualified under the next, and each subsequent, Qualification Process that relates to any of the types of Services it provides under this Services Agreement (including any Qualification Process that applies to all types of home care services);
(b) 	this GC Section 2.7 is a material obligation of this Agreement, and any failure to participate in and be qualified under such a Qualification Process may be deemed by OHaH to be a default of a material obligation by the Service Provider, which will entitle OHaH to terminate this Services Agreement or terminate types of Services for which qualification was not obtained for Service Providers, subject to a cure period set out in GC 12.1.3(3) or such longer cure period as OHaH may specify – and that OHaH may, but is not required to, specify as part of that cure period conditions to remedy any underlying reasons why the Service Provider was not so qualified.
2.3 	Amendments to the General Conditions of the Services Agreement (re: Privacy and Security)
(1)	At GC Section 1.1, delete the definition for “Privacy and Security Event” and replace it with the following:
“Privacy and Security Event” means (a) the loss, theft, or unauthorized Handling of OHaH Data; (b) any unavailability or loss of integrity of OHaH Data; (c) any unavailability or compromise of any system which Handles OHaH Data; or (d) any contravention of any Privacy Requirement or Security Requirement.
(2)	At GC Section 1.1, in the definition of “Agreement Records”, replace the reference to “GC Section 5.2(1)” with “GC Section 5.7”.
(3)	At GC Section 1.1, in the definition of “Audit Deficiency Notice”, replace the reference to GC Section 5.4(2) with “GC Section 5.8.2(3)”.
(4)	At GC Section 1.1, add following definitions:
“Handling” means, in respect of information or data, any access to, or collection, receipt, production, use, reproduction, storage, modification, retrieval, disclosure, deletion, destruction of, the information or data, and in the case of Patient Information, includes any collection, use or disclosure (as those terms are defined in PHIPA) of that Patient Information, and the rendering of that Patient Information anonymous, and “Handle” and “Handled” have a corresponding meaning.
“OHaH Data” means all (a) data and recorded information made available to, or generated or collected by the Service Provider in connection with this Agreement or the provision of the Services that is about OHaH operations; and (b) Patient Information.
“Privacy Requirements” means the requirements (including limitations and prohibitions) of (i) applicable privacy laws and regulations as amended or superseded from time to time, including the Personal Health Information Protection Act; (ii) orders, guidelines, fact sheets and best practices issued by the Information and Privacy Commissioner of Ontario or the Privacy Commissioner of Canada as issued from time to time; and (iii) such other requirements applicable to Patient Information as set out in this Agreement.
“Security Program” is defined in GC Section 5.2.1(1).
“Security Requirements” means the requirements (including limitations and prohibitions) set out GC Section 5.2, 5.4, and 5.5.
(5)	At GC Section 3.2, add the following as new subsections (7), (8) and (9): 
(7)	Without limiting GC Section 3.2(1), the Service Provider shall be responsible for ensuring its subcontractors comply with the Privacy Requirements, the Security Requirements and the Security Program, as may be applicable to a subcontractor’s role and access to Patient Information or other OHaH Data or systems that Handle Patient Information or other OHaH Data, and the Service Provider shall be responsible for any failure of any subcontractor to so comply.  
(8)	Before permitting an authorized subcontractor to Handle Patient Information or access systems that Handle Patient Information, and periodically thereafter, the Service Provider shall conduct commercially reasonable due diligence of that subcontractor and confirm the subcontractor’s ability to comply with applicable Privacy Requirements and Security Requirements under this Agreement, taking into consideration risks related to such Patient Information. Upon OHaH’s request, the Service Provider shall promptly provide OHaH with evidence of such due diligence.
(9)	Prior to permitting a subcontractor to Handle Patient Information or access systems that Handle Patient Information, the Service Provider shall include in its written agreements with such subcontractor appropriate obligations requiring that subcontractor to report any Privacy and Security Event to the Service Provider immediately following determination by the subcontractor that a Privacy and Security Event occurred or is reasonably suspected, and to cooperate with the Service Provider so as to allow the Service Provider to fulfil its obligations under this Agreement in relation to the Privacy and Security Event.  
(6)	At GC Section 3.8, add the following as a new subsection (6):
(6) The obligations in this GC Section 3.8 are subject to the Security Requirements, including to GC Section 5.5.
(7)	Delete GC Section 5 in its entirety and replace it with the revised GC Section 5 attached to this Amending Agreement as Appendix A.
(8)	At GC Section 12.1.3(1)(b)(iii)(B)(III), replace the reference to “GC Section 5.1” with a reference to “GC Sections 5.1 through 5.6”.
2.4	Amendments to the Special Conditions (Schedule 1) of the Services Agreement
[bookmark: _Hlk163036587](1) 	The Special Conditions (Schedule 1) of the Services Agreement is deleted in its entirety and replaced with the revised Special Conditions attached to this Amending Agreement as Appendix B. 
2.5	Amendments to the Pricing and Compensation Schedule (Schedule 2) of the Services Agreement
(1)	The Pricing and Compensation Schedule (Schedule 2) of the Services Agreement is amended by deleting the Price Form set out in its “Attachment 1 to the Pricing and Compensation Schedule Price Form” and replacing it with the revised Price Form attached to this Amending Agreement as Appendix C. 
[bookmark: _Ref395551671][bookmark: _Toc396926432]ARTICLE 3 - EFFECTIVE DATE
3.1	All amendments to the Services Agreement set out in this Amending Agreement shall take effect as of the effective date set out at the top of this Amending Agreement.
3.2	All other terms of the Services Agreement shall remain in full force and effect.
ARTICLE 4 - GOVERNING LAW
4.1	This Amending Agreement and the rights, obligations and relations of the Parties will be governed by and construed in accordance with the laws of the Province of Ontario and the federal laws of Canada applicable therein.
ARTICLE 5 - COUNTERPARTS AND ELECTRONIC SIGNATURE
5.1	This Amending Agreement may be executed in any number of counterparts, each of which shall be deemed to be an original and all of which taken together shall be deemed to constitute one and the same instrument.
5.2	This Amending Agreement may be validly executed electronically by one or both Parties, and the electronic signature of a Party is the legal equivalent of a manual signature. The electronic signature of a Party may be evidenced by one of the following means and transmission of the Amending Agreement may be as follows:
	1)	a manual signature of an authorized signing representative placed in the 	respective signature line of the Amending Agreement and the Amending 	Agreement delivered by facsimile transmission to the other Party;
2)	a manual signature of an authorized signing representative placed in the respective signature line of the Amending Agreement and the Amending Agreement scanned as a pdf and delivered by email to the other Party;
3)	a digital signature, including the name of the authorized signing representative typed in the respective signature line of the Amending Agreement, an image of a manual signature or an Adobe signature of an authorized signing representative, or any other digital signature of an authorized signing representative with the other Party’s prior written consent, placed in the respective signature line of the Amending Agreement and the Amending Agreement delivered by email to the other Party; or any other means with the other Party’s prior written consent.
ARTICLE 6 - ENTIRE AGREEMENT
6.1	This Amending Agreement constitutes the entire agreement between the Parties with respect to the subject matter contained in this Amending Agreement and supersedes all prior oral or written representations and agreements.

- SIGNATURE PAGE FOLLOWS -


IN WITNESS WHEREOF OHaH and the Service Provider have caused this Amending Agreement to be duly executed by their duly authorized representatives on the dates set out below.

	ONTARIO HEALTH ATHOME


	
Per:
	

	Name:
	Michelle Nurse

	Title:
	Vice President, Contracts

	Date:
	

	
	

	
Per:
	

	Name:
	Josephine Kim

	Title:
	Vice President, Financial Planning 
& Business Support

	
	

	Date:
	

	

We have authority to bind OHaH.

	

	[Insert full legal name of Service Provider in all caps/bold. Delete this instruction.]


	
Per:
	

	Name:
	

	Title:
	

	Date:
	

	
	

	
I have authority to bind the Service Provider.
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Appendix A

General Conditions Section 5
(Privacy, Security, Records, Accounting And Auditing)





[bookmark: _Toc149516024][bookmark: _Ref225092987]
1. privacy, security, records, accounting and auditing
[bookmark: _Toc149516027][bookmark: _Ref225092975][bookmark: _Ref229731694]Privacy Requirements for Patient Information
[bookmark: _Ref225109574][bookmark: _Toc149516028]Relationship between OHaH and the Service Provider
The Service Provider acknowledges that:
OHaH is a “health information custodian” under the Personal Health Information Protection Act, 
in delivering the Services, the Service Provider will be Handling Patient Information on behalf of OHaH and as an agent of OHaH for the purposes of and within the meaning of the Personal Health Information Protection Act;
Patient Information remains under the control of OHaH; and 
the Service Provider shall not acquire any right, title or interest in or to any Patient Information.
The Service Provider shall ensure that in delivering the Services it will at all times conduct itself and carry out its activities in a manner that facilitates OHaH’s compliance with, and does not cause the OHaH to be in contravention of, the Personal Health Information Protection Act, FIPPA or other Applicable Law relating to privacy.
In the event that under the Applicable Law (including subsection 3(3) of the Personal Health Information Protection Act), the Service Provider is considered to be a health information custodian under the Personal Health Information Protection Act despite the agency arrangement set out above, the Parties agree that they will meet to resolve any issues in good faith and to agree on any alternative arrangements, if necessary, with respect to the treatment of Patient Information and Patient Records and to give effect to the privacy obligations hereunder.
Permitted Handling of Patient Information
The Service Provider acknowledges and agrees that:
the Service Provider shall Handle Patient Information only as required to perform its obligations under this Agreement, as required by Applicable Law, or as expressly required to carry out OHaH’s written instructions – and for greater certainty, this Agreement does not permit the Service Provider to communicate with Patients or caregivers for the purposes of promoting the sale of any products or services (other than the limited information-sharing permitted by GC Section 3.4.1(2)(a)(i) and (ii)), or to use Patient Information for Service Provider’s own purposes; 
the Service Provider shall not Handle Patient Information if other information (or less Patient Information) may be used to serve the same purpose;
the Service Provider shall not sell or commercialize the Patient Information; 
the Service Provider shall maintain appropriate records of its Handling of Patient Information; and 
the Service Provider shall Handle Patient Information in compliance with the Privacy Requirements. 
Unless expressly permitted or required by the Agreement or by OHaH’s specific written authorization, the Service Provider shall not generate any de-identified or anonymized data from any Patient Information (“Aggregated Data”), or Handle any Aggregated Data other than on behalf of OHaH. If the Service Provider generates any Aggregated Data, the Service Provider represents and warrants that (i) it has implemented adequate technical and organizational measures to ensure that the method used by the Service Provider to generate the Aggregated Data is appropriate given the risks of re-identification; and (ii) the Aggregated Data does not contain Patient Information. 
The Service Provider is permitted to generate Aggregated Data solely for reasonable internal quality assurance, resource allocation and system planning purposes.  For clarity, the foregoing purposes do not include research or any commercial use.
Consents and Notification
The Service Provider shall be responsible for developing and implementing all public statements and notifications required to be provided to Patients or the public regarding its health information practices required by this Agreement and the Personal Health Information Protection Act, which shall be consistent with OHaH’s policies and procedures.
Except for consents obtained by OHaH as provided in this Section, the Service Provider shall be responsible for obtaining and administering Patient consents required for the collection, use and disclosure of Patient Information necessary in connection with delivery of Services, including proper administration of any withdrawals or refusals of consent, in accordance with the Personal Health Information Protection Act. The Service Provider shall, in connection with the delivery of Services to Patients, use a form of consent compliant with the Personal Health Information Protection Act, and any additional OHaH requirements of which the Service Provider is notified in writing.
All forms for Patient consents shall, at a minimum, provide for appropriate consent to the collection of Patient Information on behalf of OHaH in connection with this Agreement, and to audit and inspection rights of OHaH under this Agreement and any delivery of Patient Records to OHaH required or contemplated in accordance with this Agreement.
Without limiting the obligation of the Service Provider to obtain and administer Patient consents in accordance with this Section, OHaH may obtain consents required for the collection, use and disclosure of Patient Information prior to the acceptance of a Service Request by the Service Provider.
Patient Records
The Service Provider shall create, maintain and retain a record (whether physical or electronic or both) of Services delivered to each Patient in accordance with applicable College Standards and Guidelines and, as provided in writing to the Service Provider from time to time, OHaH’s reasonable records retention policies and requirements (“Patient Records”). The Service Provider shall ensure that all Patient Records used or disclosed in connection with delivery of Services are as accurate, up-to-date and complete as is necessary for such purposes.
The Service Provider shall establish and maintain information and records management, cataloguing and tracking systems, with respect to both physical and electronic copies of Patient Records and other documents, that meet or exceed applicable College Standards and Guidelines and other Applicable Law, and the requirements of this Agreement. 
The Service Provider shall ensure that the Patient Records are maintained in a format that is compatible with OHaH’s physical and electronic information and records management, cataloguing and tracking systems, as OHaH may implement and of which OHaH provides reasonable notice to the Service Provider from time to time.
The Service Provider shall maintain Patient Records at the Service Delivery Location, as required, by either its own processes, by applicable College Standards and Guidelines, or OHaH requirements, which may change from time to time. The Service Provider is responsible for using commercially reasonable efforts to ensure that any Patient Records at the Service Delivery Location are returned by the Patient or recovered from the Service Delivery Location, promptly as appropriate.
[bookmark: _Ref116935823][bookmark: _Toc149516029]Handling of Patient Information in Canada
Except with the prior express written consent of OHaH, which may be withheld in OHaH’s sole discretion (and without any requirement to give any reason), Service Provider shall only Handle Patient Information at the Service Provider’s premises, operations or data centres, or those of its authorized subcontractors, in Canada.
[bookmark: _Toc116650802][bookmark: _Toc149516030]Privacy Compliance Program
The Service Provider shall:
maintain a detailed inventory and ability to track records of Patient Information, 
maintain audit logs showing who Handled the Patient Information including but not limited to the dates of access and Patient Information accessed;
document, in internal policies, the precise methods by which records of Patient Information, regardless of format, will be securely Handled by the Service Provider, including how inquiries, privacy rights requests and complaints will be processed according to this Agreement; and
upon notice from OHaH, promptly remedy any deficiency or make any improvement to the Service Provider’s Handling of Patient Information identified or requested by OHaH, acting reasonably.
[bookmark: _Toc116650796][bookmark: _Toc149516031]Training
The Service Provider shall ensure that all Service Provider Personnel who may have access to Patient Information have been adequately trained, given their role, on applicable Privacy Requirements and Security Requirements, and other applicable requirements of this Agreement prior to receiving access to Patient Information and subsequently on an annual basis. The Service Provider shall ensure that all Service Provider Personnel who may have access to Patient Information sign a confidentiality agreement, as contemplated by this Agreement, prior to access and on an annual basis. 
Upon OHaH request, the Service Provider shall promptly provide OHaH with evidence of such training and evidence that Service Provider Personnel are subject to confidentiality obligations contemplated by this Agreement.
[bookmark: _Toc149516033]Privacy Consultation and Privacy Impact Assessments 
Prior to making any material change to how it Handles Patient Information, including the deployment of new or modified technology to Handle Patient Information, the Service Provider shall perform privacy impact assessments or similar exercises to assess privacy compliance and risk.  
Upon OHaH’s reasonable request, the Service Provider shall, using reasonable efforts, cooperate in good faith with OHaH in the performance by OHaH of privacy impact assessments or similar exercises determined necessary by OHaH under Applicable Law prior to such change taking effect, including by promptly making available to OHaH relevant information and documents.  The foregoing shall not (a) substitute for the Service Provider’s own privacy impact assessments or similar exercises in connection with any change in how the Service Provider Handles Patient Information, which the Service Provider shall conduct as part of its Privacy Compliance Program; or (b) excuse the Service Provider from any liability due to a breach of this Agreement by it or any person for whom it is responsible. 
To the extent that a privacy impact assessment or similar exercise identifies a privacy risk or other concern, the Service Provider shall take commercially reasonable steps to mitigate it.
For certainty, the Service Provider shall conduct its obligations under this Section at its own expense. 
[bookmark: _Toc116650808][bookmark: _Toc149516034]Privacy Inquiries, Complaints
[bookmark: _Toc149516035]If the Service Provider receives any inquiry, privacy rights request or complaint relating to Patient Information from or on behalf of any third party (including Patients, their substitute-decision makers or other representatives), the Service Provider shall immediately advise OHaH and shall collaborate with OHaH in responding to that inquiry, rights request or complaint, and complying with OHaH’s reasonable directions to resolve it, and according to any timeline requested by OHaH, acting reasonably. The Service Provider shall comply with any written process governing how OHaH is so advised, as OHaH may provide to it from time to time.
[bookmark: _Ref229732042]Return of Patient Records to OHaH
[bookmark: _Ref163890810]In the event that, at any time during the Agreement Term or subsequent to the termination or expiration of this Agreement,
the Service Provider ceases to carry on business;
any of the circumstances described in GC Section 12.2.1(1)(a) occurs; 
the Service Provider materially breaches any provision of GC Sections 5.1 to 5.6; or
OHaH, in its sole discretion, determines that it requires the return of the original Patient Records, whether the original Patient Records are stored electronically or otherwise, 
the Service Provider shall, no later than 30 days after receiving a request from OHaH (unless OHaH, in its sole discretion, agrees to a longer period of time) and subject to the Applicable Law prohibiting or prescribing conditions on such delivery, deliver all Patient Records to OHaH in a secure manner and according to applicable Security Requirements,  and provide to OHaH an officer’s certificate certifying that all Patient Records have been so delivered to OHaH. 
[bookmark: _Ref229732666]After delivery of Patient Records to OHaH in accordance with GC Section 5.1.10(1), the Service Provider shall, subject to the Applicable Law prohibiting or prescribing conditions on such destruction or disposition, destroy or dispose of all remaining copies, whether in physical, electronic or any other form, of all such Patient Records in a secure manner according to applicable Security Requirements, and shall provide to OHaH an officer’s certificate certifying that all Patient Records have been so destroyed or disposed of.  In the event that the Applicable Law prohibits such destruction or otherwise requires the Service Provider to retain copies of the Patient Records, the Service Provider’s obligations with respect to the copies of such Patient Records under this Agreement, including Privacy Requirements and Security Requirements, shall continue (and survive such termination or expiration) until such time as the Service Provider securely deletes such Patient Records according to this GC Section 5.1.10(2).
In the event that the Applicable Law prohibits the return of Patient Records to OHaH as contemplated in this GC Section 5.1.10, the Service Provider or its representative shall promptly apply to a court of competent jurisdiction, at the Service Provider’s or its representative’s cost, for directions respecting the disposition of such Patient Records. OHaH may, in its sole discretion, intervene at its own cost in any such application.
For clarity, notwithstanding the termination or expiration of this Agreement, and subject to GC Section 5.1.10(2), the Service Provider is required, as part of the Services, to continue to retain all Patient Records according to this Agreement, and the Service Provider’s obligations with respect to Patient Records under this Agreement, including Privacy Requirements and Security Requirements, shall continue (and survive such termination or expiration) until such time as the Service Provider securely destroys such Patient Records according to GC Section 5.1.10(2). 
[bookmark: _Toc149516036]Privacy Regulators
The Service Provider shall provide, in a timely manner, all necessary and reasonable information and co-operation to OHaH and to any Governmental Authority with jurisdiction or oversight over Applicable Law relating to privacy in connection with any investigations, audits or inquiries made by any such Governmental Authority under Applicable Law. Notwithstanding GC Section 7, the Service Provider acknowledges that the OHaH may be required to disclose Confidential Information of the Service Provider (including, this Agreement and any agreement or other documentation relating to the Services), without the Service Provider’s consent, to any such Governmental Authority in connection with any investigation, audit or inquiry that pertains to or involves the Services.
Attestation as to Privacy Requirements
The Service Provider shall provide, in a timely manner, an annual attestation as to its compliance with the Privacy Requirements in a form established by OHaH from time to time.  Failure to provide the annual attestation by the deadline set by OHaH, acting reasonably, may be deemed by OHaH to be a default of a material obligation of this Agreement entitling OHaH to terminate this Agreement pursuant to GC Section 12.1.3(1)(a)(b)(iii).  
To the extent that the attestation reveals non-compliance with the Privacy Requirements or any material privacy risk, the Service Provider will promptly take reasonable steps to address that non-compliance or mitigate that risk to OHaH’s satisfaction, acting reasonably.  Whether or not OHaH provides direction as to steps to address non-compliance or mitigate risk, or indicates OHaH is satisfied with the steps taken by the Service Provider to do so, shall not limit, reduce, waive or relieve the Service Provider of any of its obligations under this Agreement.
[bookmark: _Toc116650809][bookmark: _Toc149516037][bookmark: _Ref225104917]Security Requirements
[bookmark: _Ref117112133][bookmark: _Toc149516038]Security Program
The Service Provider shall implement, maintain and comply with an information and cybersecurity program (a “Security Program”) that includes appropriate industry leading technical, organizational, physical and contractual safeguards and access controls (including audit trails) that are: (i) designed to protect the security, confidentiality, and integrity of OHaH Data and facilities and systems involved in handling OHaH Data (including to prevent and detect a Privacy and Security Event); and (ii) commensurate with the sensitivity of such information and then-current industry standards – and, at a minimum, comply with the Security Requirements. 
Without limiting the foregoing, the Security Program will:
designate certain Service Provider Personnel to maintain the Security Program, and ensure that those Service Provider Personnel are available to respond to OHaH enquiries about that program and related matters;
include a formal process to identify and assess reasonably foreseeable internal and external risks to the security, confidentiality, availability, and/or integrity of any OHaH Data, including a formal vulnerability scan and a penetration test (each done at least once every twelve (12) months unless this Agreement otherwise requires greater frequency) with the results promptly provided to OHaH upon completion of same;
include physical measures to protect and restrict access to facilities and systems used to Handle OHaH Data;
include organizational measures, including developing and implementing information privacy and security policies and procedures, screening and training Service Provider Personnel that will have access to OHaH Data, terminating access to OHaH Data due to transfers or termination of Service Provider Personnel, and periodically auditing compliance with the Security Program;
include technological measures to protect and restrict access to OHaH Data, including encryption and strong passwords;
include information technology controls designed to detect and protect against anticipated threats or hazards to the security or integrity of OHaH Data;
include information technology controls designed to detect, protect against, and log unauthorized access to or other unauthorized Handling of OHaH Data from both internal and external sources, with periodic audits of those logs;
include information technology controls designed to detect, protect against, and log loss, unauthorized alteration, or corruption of OHaH Data; 
include a Privacy and Security Event response plan and a business continuity plan; and
ensure the proper disposal of OHaH Data (including the secure and irrevocable erasure of electronic media as necessary to meet the Service Provider’s obligations hereunder). 
The Service Provider shall promptly comply with any written security directive issued by OHaH, as appropriate, to address material privacy or data security risks involving OHaH Data. 
[bookmark: _Toc149516039]Security Program Monitoring and Adjustment
The Service Provider shall actively monitor compliance with its Security Program and its effectiveness. 
The Service Provider shall adjust the Security Program as necessary to align with changed business practices, data sensitivity, risks, technologies and threats.
Upon request, and no more than once annually during the Term, the Service Provider shall provide OHaH with an up-to-date summary of its Security Program within ten (10) days of OHaH’s request.  To the extent that the summary reveals non-compliance with the Security Requirements or any material security risk, the Service Provider will promptly take reasonable steps to address that non-compliance or mitigate that risk to OHaH’s satisfaction, acting reasonably. Failure to provide the summary by the deadline set by OHaH, acting reasonably, may be deemed by OHaH to be a default of a material obligation of this Agreement entitling OHaH to terminate this Agreement pursuant to GC Section 12.1.3(1)(a)(b)(iii).  Whether or not OHaH requests that summary, reviews that summary, provides direction as to steps to address non-compliance or mitigate risk, or indicates OHaH is satisfied with the Security Program, shall not limit, reduce, waive or relieve the Service Provider of any of its obligations under this Agreement.
[bookmark: _Toc149516040]Logical Separation of OHaH Data
The Service Provider shall logically segregate the OHaH Data from the data of any other customer of the Service Provider, and from the Service Provider’s own data that is unrelated to the Services, at all times. 
Attestation as to Security Requirements
The Service Provider shall provide, in a timely manner, an annual attestation as to its compliance with the Security Requirements in a form established by OHaH from time to time.  Failure to provide the annual attestation by the deadline set by OHaH, acting reasonably, may be deemed by OHaH to be a default of a material obligation of this Agreement entitling OHaH to terminate this Agreement pursuant to GC Section 12.1.3(1)(a)(b)(iii).
To the extent that the attestation reveals non-compliance with the Security Requirements or any material security risk, the Service Provider will promptly take reasonable steps to address that non-compliance or mitigate that risk to OHaH’s satisfaction, acting reasonably. Whether or not OHaH provides direction as to steps to address non-compliance or mitigate risk, or indicates OHaH is satisfied with the steps taken by the Service Provider to do so, shall not limit, reduce, waive or relieve the Service Provider of any of its obligations under this Agreement.
Privacy and Security Contacts
[bookmark: _Toc149516025]Service Provider Privacy and Security Contact
The Service Provider shall designate and identify to OHaH an individual to handle all aspects of the Services that relate to (a) the handling of Patient Information and the Privacy Requirements; and (b) the Security Requirements. The Service Provider may designate the same or a different individual for each of (a) and (b).  The Service Provider shall designate an alternate individual to the foregoing individual(s), when the primary designate is unavailable and shall identify the alternate to OHaH.
[bookmark: _Toc149516026]OHaH Privacy and Security Contact
OHaH has designated the following person as being responsible for addressing compliance with privacy and information security matters under this Agreement, and to whom notices, requests for consent and similar matters are to be sent: 
Director, Privacy/Chief Privacy Officer, Ontario Health atHome 
Address: 	11 Allstate Parkway, Suite 500, Markham, ON, L3R 9T8 
E-mail: 	privacyandsecurity@ontariohealthathome.ca
Telephone: 	905-726-0520 (08:30-16:30 Monday to Friday, excluding Legal Holidays)
1-833-964-2471 (16:30-08:30 Monday to Friday and 24 hours per day Saturdays, Sundays and Legal Holidays)
OHaH may change its designated privacy and security contact above by giving prior notice to the Service Provider.
[bookmark: _Ref116944596][bookmark: _Toc149516043]Privacy and Security Event Response
[bookmark: _Toc149516044]Privacy and Security Event Reporting
The Service Provider will notify OHaH promptly upon becoming aware of an actual or reasonably suspected Privacy and Security Event, and in any event within twenty-four (24) hours of becoming so aware.
Such notice will initially occur by telephone, with follow-up by email unless otherwise directed by OHaH.
Such notice will include in reasonable detail a description of the circumstances of the Privacy and Security Event, including the following information to the extent known or reasonably suspected:
the date and time and period on which, or period during which, the Privacy and Security Event occurred or, if neither is known, the approximate period;
the status and severity of the Privacy and Security Event;
a description of the circumstances of the Privacy and Security Event;
the type of Privacy and Security Event (e.g. DDoS, malware, extortion, human error);
the primary method used to identify the Privacy and Security Event;
a description of the OHaH Data that is the subject of the Privacy and Security Event to the extent that the information is known;
if the Privacy and Security Event affected Patient Information, an estimate of the number of affected individuals and a description of the relevant security safeguards in place at the time of the Privacy and Security Event;
a description of the systems that is the subject of the Privacy and Security Event;
any known impact to OHaH or Patients and their caregivers and family members;
whether the Privacy and Security Event originated at a subcontractor or has an impact on any subcontractor;
a description of any actions taken or planned with respect to the Privacy and Security Event and a description of any actions the Service Provider has taken to minimize the risk of harm to OHaH or Patients and their caregivers and family members or others resulting from the Privacy and Security Event;
a description of any actions that OHaH or Patients and other affected persons could take to minimize the risk of harm resulting from the Privacy and Security Event;
known or suspected root causes of the Privacy and Security Event;
the contact information of Service Provider Personnel from whom OHaH or OHaH can obtain further information about the Privacy and Security Event;
any other information required to enable OHaH to comply with notification, reporting or record-keeping obligations under Applicable Law and its contracts with third parties; and
any further details of the Privacy and Security Event as may be reasonably requested by OHaH from time to time, until the Privacy and Security Event is resolved as agreed by OHaH.
In its initial written notice of a Privacy and Security Event, and in the interests of facilitating a rapid response to a Privacy and Security Event, the Service Provider shall only include such of the above information as is readily known to the Service Provider. The Service Provider shall thereafter update that initial notice to OHaH with the above information as soon as possible.
[bookmark: _Toc149516045]Privacy and Security Event Classification
The Service Provider shall respond to a Privacy and Security Event based on the severity classification that OHaH has attributed to the Privacy and Security Event, as described below. OHaH will endeavour to convey that severity classification to the Service Provider within twenty-four (24) hours of being notified of the Privacy and Security Event. The Service Provider shall provide its reasonable cooperation to the OHaH in classifying and prioritizing a Privacy and Security Event.
“Major Privacy and Security Event” means a Privacy and Security Event that involves (i) significant reputational, operational, financial or legal risks for OHaH or any affected Patients or their caregivers or family members, or other persons; and/or (ii) any health risk to any Patient.
“Minor Privacy and Security Event” means a Privacy and Security Event that involves non-significant reputational, operational, financial or legal risks for OHaH or other stakeholders.
[bookmark: _Ref97147614][bookmark: _Toc149516046]Updates and Response
For any Privacy and Security Event designated by OHaH (acting reasonably) as a Major Privacy and Security Event:
the Service Provider shall provide its immediate attention to the Privacy and Security Event and shall continue investigating, containing, mitigating and resolving that Privacy and Security Event on a 7 day/week x 24 hours/day basis; and
the Service Provider shall provide both written and oral status updates to OHaH at least once every 8 hours, or less frequently if directed by OHaH.
For any Privacy and Security Event designated by OHaH (acting reasonably) as a Minor Privacy and Security Event:
the Service Provider shall provide its immediate attention to the Privacy and Security Event and shall continue investigating, containing, mitigating and resolving that Privacy and Security Event on a 5 day/week x 12 hours/day basis; and
the Service Provider shall provide written status updates to OHaH at least twice every week, or less frequently if directed by OHaH.
Privacy and Security Event status updates, including any remediation actions and plans, shall continue to be shared with OHaH until all material details about such Privacy and Security Event have been provided to OHaH, and the Privacy and Security Event is resolved to the reasonable satisfaction of OHaH.
[bookmark: _Toc149516047]Actual vs. Reasonably Suspected
The Service Provider shall notify OHaH and perform its other obligations under GC Section 5.4 in any case where it cannot with certainty disprove that a Privacy and Security Event occurred.
Containment and Mitigation
Upon detecting an actual or reasonably suspected Privacy and Security Event, the Service Provider shall immediately take all reasonable steps within its control (including within the control of its subcontractors) to contain the Privacy and Security Event and prevent further Privacy and Security Events. This may include suspending affected accounts, resetting credentials, isolating compromised systems, and implementing temporary safeguards.
Where appropriate given the nature of the Privacy and Security Event, the Service Provider shall conduct, at its own expense, a timely and thorough forensic investigation using qualified cybersecurity professionals, and shall provide copies of relevant findings, indicators of compromise, and recommendations arising from the investigation to OHaH upon its request.
[bookmark: _Ref97148226][bookmark: _Toc149516048]Coordination and Cooperation
In responding to any Privacy and Security Event, the Service Provider shall coordinate its actions with OHaH, including by disclosing to OHaH its plans and procedures for responding to the Privacy and Security Event and modifying such plans and procedures to reflect OHaH’s reasonable feedback. 
In connection with any Privacy and Security Event, the Service Provider shall fully cooperate with OHaH regarding any inquiries, requests, claims or complaints made by or on behalf of, or any investigations, audits or remedial actions conducted by or on behalf of, any affected individuals, Governmental Authority or courts, and shall provide to OHaH (or such person as OHaH may direct) in a timely manner all information within its possession or control required to satisfy any of the foregoing. 
The Service Provider shall also cooperate with OHaH in any litigation and investigation involving third parties deemed necessary by OHaH to protect OHaH Data, to the extent such litigation or investigation is related to a Privacy and Security Event.
[bookmark: _Toc149516049]Notices to Other Persons
For clarity, as OHaH is the health information custodian of Patient Information, OHaH is responsible (directly or through its agents, which may include the Service Provider) for notifying Patients and the Information and Privacy Commissioner of Ontario about Privacy and Security Events involving Patient Information.  
The Service Provider shall collaborate with OHaH regarding any notification to a third party about the Privacy and Security Event, including notices to affected individuals or any Governmental Authority.
(1) The Service Provider shall not notify any affected individuals, any Government Authority or the public about any Privacy and Security Event unless OHaH has given its prior approval of the contents and delivery of that notice.  Notwithstanding the foregoing, the Service Provider may notify a third party if it is required to do so by Applicable Law and only after consulting with OHaH on the contents and delivery of such notification, and the Service Provider shall provide OHaH with a copy of any such notifications (including any supplements to same) to OHaH. 
[bookmark: _Toc149516050]Post-Privacy and Security Event Report and Response
Once the Privacy and Security Event is resolved to OHaH’ reasonable satisfaction (or earlier, if requested by OHaH), the Service Provider shall compile a post-Privacy and Security Event review and written report, which shall include a detailed description of the investigation undertaken by the Service Provider to support its conclusions, the actions the Service Provider took to respond to the Privacy and Security Event, a root cause analysis, and a detailed remediation plan (which shall include identification of corrective action(s) and preventive action(s) taken in response to the Privacy and Security Event), a statement as to whether the SPO has any evidence of ongoing compromise, and any other information reasonably requested by OHaH relating to the Privacy and Security Event.
All corrective actions as agreed by the Parties shall become part of the Service Provider’s security obligations going forward at no additional cost to OHaH. 
[bookmark: _Toc149516051]Privacy and Security Event Records and Privilege
The Service Provider shall log and retain all information relating to an Privacy and Security Event for the longer of (i) the time specified to the Service Provider by OHaH in writing; and (ii) at least six (6) years from the end of the calendar year in which full recovery from the Privacy and Security Event has been achieved and any notice was provided to affected persons (“Privacy and Security Event Resolution”), including all data, information, plans and reports related to the Privacy and Security Event, the types of Patient Information affected by the Privacy and Security Event, and all other such data, information, plans, or reports required for OHaH and the Service Provider to comply with Applicable Law. The foregoing shall not affect the retention of the Patient Information that was subject to the Privacy and Security Event, which shall continue to be retained as otherwise required by this Agreement. Prior to destroying any information relating to an Privacy and Security Event according to any of the time periods set out above, the Service Provider will notify OHaH that it intends to destroy that information and obtain OHaH’ approval to destroy that information, and if no such approval is provided within thirty (30) days of such notice, it will instead deliver to OHaH all such information and thereafter destroy the Service Provider’s copy. The Service Provider shall use best efforts to establish and maintain privilege over information and communication regarding the Privacy and Security Event, including by Service Provider counsel corresponding with OHaH counsel in communications regarding the Privacy and Security Event unless otherwise directed by OHaH.
[bookmark: _Toc149516053]Service Provider’s Expense
For greater certainty, the Service Provider shall perform its obligations under GC Section 5.4 (including compliance with relevant Privacy Requirements) at its own expense.  Where a Privacy and Security Event is attributable, in whole or in part, to the Service Provider or any person for whom it is responsible (including through a failure to take measures required by this Agreement), the Service Provider shall be responsible for all reasonable costs associated with investigating, containing, and remediating the incident, including costs related to forensic analysis, notification, credit monitoring (if required), and system restoration. 
[bookmark: _Toc149516054][bookmark: _Ref225109711][bookmark: _Ref225110784]Business Continuity and Restoration of OHaH Data
[bookmark: _Toc149516055]Business Continuity and Restoration of OHaH Data
If any OHaH Data that is in the custody or control of the Service Provider is destroyed, lost, or is otherwise not accessible or transmittable in the normal course (including through ransomware), is damaged, or is erroneously modified (each, “Data Destruction”), regardless of the cause(s) of such Data Destruction, the Service Provider shall, at no additional cost to OHaH:
comply with the requirements of this Agreement relating to a Privacy and Security Event; and
promptly (and in any case within twenty-four (24) hours of becoming aware of actual or reasonably suspected Data Destruction) perform the required restoration or deploy workarounds in a manner designed to minimize any adverse effect upon OHaH or Patients or their caregivers or family members by (as applicable): 
data restoration:
restoring such OHaH Data to the more recent of (1) the most recently available electronic back-up copy; or (2) the most recent scheduled electronic back-up; or 
upon OHaH’s request, restoring, regenerating or reconstructing such OHaH Data using electronic means, provided that such restoration, regeneration or reconstruction is commercially reasonable, as determined by OHaH (provided that the “commercially reasonable” condition shall not apply where the Service Provider failed to save the applicable back-up in accordance with the agreed back-up schedule); and
using alternate secure data transmission methods.
[bookmark: _Toc149516056]Business Continuity Plan Review
The Service Provider shall deliver a summary of its business continuity plan to OHaH within ten (10) days following OHaH’s request for same.  
  The Service Provider shall provide, in a timely manner, an annual attestation as to the adequacy of its business continuity plan in a form established by OHaH from time to time.  
Failure to provide the summary or attestation by the applicable deadline may be deemed by OHaH to be a default of a material obligation of this Agreement entitling OHaH to terminate this Agreement pursuant to GC Section 12.1.3(1)(a)(b)(iii).
To the extent that the summary or attestation reveals non-compliance with any Security Requirements or other obligation under this Agreement, or OHaH determines that the business continuity plan is materially deficient, the Service Provider will promptly take reasonable steps to address that non-compliance or material deficiency to OHaH’s satisfaction, acting reasonably.  Whether or not OHaH requests that summary, reviews that summary, provides direction as to steps to address non-compliance or mitigate risk identified in the summary or attestation, or indicates OHaH is satisfied with the business continuity plan, shall not limit, reduce, waive or relieve the Service Provider of any of its obligations under this Agreement.
[bookmark: _Toc116650814][bookmark: _Toc149516057][bookmark: _Ref229731702]Privacy and Data Compliance Queries, Audit
Compliance Queries
The Service Provider shall promptly respond to requests for information about its privacy practices and safeguards relevant to OHaH Data as requested by OHaH, including, without limitation, copies of its policies and procedures, job aids, training materials, logs, and other similar documentation. Without limiting the foregoing, the Service Provider shall provide OHaH with a copy of its logs of access and disclosure of Patient Information to OHaH within two (2) Business Days of receiving a written request for same from OHaH.
[bookmark: _Toc116650815][bookmark: _Toc149516058][bookmark: _Ref225079859]Compliance Audit
OHaH reserves the right to audit the Service Provider’s and any Service Provider Personnel’s compliance with the Privacy Requirements and Security Requirements and the Service Provider shall cooperate, and shall ensure that all Service Provider Personnel cooperate, with any such audit.
Any such audit shall occur during one or more Business Days during the Term, with ten (10) days’ prior written notice.
Any such audit may involve OHaH or its representatives visiting and inspecting any location at which the Service Provider Handles OHaH Data, to examine all equipment used and all records maintained in connection therewith, and to ask questions of Service Provider Personnel.
Notwithstanding the foregoing, (a) OHaH shall not access and shall not be permitted to access the confidential information of any other client of the Service Provider; and (b) the Service Provider may impose reasonable parameters on any such audit as are necessary in the reasonable opinion of the Service Provider to protect the confidential information of any third party, and to avoid a material disruption in the Service Provider’s operations.
Upon receiving notice of the audit, and prior to the commencement of the audit, the Service Provider shall promptly notify OHaH if the audit will cause the Service Provider to incur any reasonable third party costs to facilitate the audit, including the amount and nature of the cost. In such case, OHaH shall reimburse the Service Provider for any such reasonable third party costs unless the audit reveals material non-compliance by the Service Provider with any Privacy Requirements or Security Requirements, in which case the Service Provider shall not be entitled to any such reimbursement. Otherwise, each Party shall bear its respective costs in respect of any such audit.
The Service Provider shall include in written agreements with its subcontractors appropriate obligations requiring that subcontractors facilitate a compliance audit by OHaH or its representatives on the same basis as this Section.
Agreement Records
Subject to GC Section 5 and GC Section 8, and excluding OHaH Data, all data, information, documentation, accounts, plans, programs, reports, surveys and guidelines of any kind whatsoever (the “Agreement Records”) prepared by the Service Provider in performing the Services or in relation to the Services shall remain the property of the Service Provider.  OHaH may, on request, have a copy of any or all Agreement Records.  The Service Provider shall deliver the copy of the requested Agreement Records no later than seven days after the request by OHaH, except where OHaH informs the Service Provider that it is an emergency requirement, in which case the Service Provider shall deliver the copy as soon as possible.
The Agreement Records shall include,
information of any kind whatsoever related to the finances, revenues or expenditures of the Service Provider’s operations;
all files, documents, plans, drawings, specifications, notes, minutes of meetings and minutes of conversations; 
the plans, programs, reports, surveys and guidelines listed in SS Section 7; and
all manuals, reports, safety records, audit records, performance and quality records,  financial statements, invoices, accounting records, subcontracts and personnel records,
whether stored in hard copy or electronically.
Subject to GC Section 5, the Service Provider shall provide OHaH with unrestricted access to the Agreement Records during the Agreement Term, including the right to make and retain copies, subject to the Applicable Law prohibiting or prescribing conditions on such access or copying. 
The Service Provider shall retain Agreement Records for at least the number of years required by the Applicable Law. 
In the event that the Service Provider ceases operation, the Service Provider shall not dispose of any records related to the Services, including Agreement Records, without the prior consent of OHaH.
Accounting and Auditing
Accounting
The Service Provider shall keep accurate and systematic accounts in respect of the Services and this Agreement in accordance with generally accepted accounting principles in the Province of Ontario. 
The Service Provider, during the Agreement Term and for a period of seven years after the applicable transaction, shall maintain financial records, books, documents and other accounting records relating to the performance of its obligations under this Agreement.
To ensure that OHaH is billed only for Services delivered to Patients, the Service Provider shall maintain adequate and appropriate internal controls, details of which shall be available to OHaH upon request.  The Service Provider shall, at OHaH’s request, provide a report from an external auditor stating that adequate controls exist and that they have been in place for the lesser of the 12 months prior to the external auditor’s report or for the term of Agreement to the date of that report.  If the external auditor determines that adequate and appropriate internal controls were not in place, then the Service Provider shall bear the cost of the external auditor’s investigation and report.  If the external auditor determines that adequate and appropriate internal controls were in place, then OHaH shall bear the cost of the external auditor’s investigation and report.
The Service Provider shall provide OHaH with full and timely disclosure, in writing, of any monetary, contingent liabilities or commitments or other concerns that might impact its ability to provide Services for the full Agreement Term.
[bookmark: _Ref225092566]Auditing the Service Provider’s Accounts and the Agreement Records
OHaH may, in its sole discretion, audit or cause to be audited,
the Service Provider’s accounts, financial information, financial statements and performance information at any reasonable time and with no less than 24 hours’ notice to the Service Provider; and
the Agreement Records at any reasonable time and without notice to the Service Provider,
in respect of any matters related to this Agreement.
OHaH may carry out the audit or audits itself or may retain an independent auditor, at OHaH’s expense, subject to GC Section 5.8.2(3), to carry out the audit or audits.  OHaH may engage an independent auditor to carry out, or have carried out, any such audit on behalf of itself and other Local Health Integration Networks.
[bookmark: _Ref225092534]If an audit performed in accordance with this GC Section 5.8.2 determines that there is any deficiency, inconsistency or inaccuracy in the Service Provider’s performance of its obligations under this Agreement, without limiting OHaH’s rights under this Agreement:
OHaH shall notify the Service Provider of the deficiency, inconsistency or inaccuracy (the “Audit Deficiency Notice”); 
the Service Provider shall remedy any deficiencies, inconsistencies or inaccuracies determined by an audit performed in accordance with this GC Section 5.8.2; and
if the cost or value of the deficiency, inconsistency or inaccuracy exceeds $10,000, the Service Provider shall reimburse OHaH for the costs and expenses of such audit. 
[bookmark: _Ref225092660]The Service Provider shall remedy any deficiencies, inconsistencies or inaccuracies determined by an audit performed in accordance with this GC Section 5.8.2  in accordance with the time period specified in the Audit Deficiency Notice, or no later than thirty days if no time period is specified.  For clarity, the Service Provider’s obligation to remedy any deficiencies, inconsistencies or inaccuracies in accordance with this GC Section 5.8.2(4), shall include reimbursement to OHaH of any overpayment by OHaH to the Service Provider.
[bookmark: _Ref225092740]Service Provider’s Audited Financial Statements
Except as provided in the Special Conditions, the Service Provider shall submit, to OHaH, the annual audited financial statements of the Service Provider’s finances for each of the Service Provider’s financial years that occur during the Agreement Term.  The Service Provider shall provide its audited financial statements to OHaH pursuant to this GC Section 5.8.3 no later than 120 days after the end of the applicable financial year.
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